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Goals

● Inspire you to learn more
● Showcase tools and starting points for your own journey
● Empower you to build some quick prototypes

Keep in mind: Each of the topics could be a own presentation

All links and resources: https://hacker.dance



Why Selfhosted

● Learning is fun
● Trust
● Censorship
● Price



Basic Concepts

● Model / Transformers / Neural Network / Weights
● Training Dataset, Testdata
● Finetuning, Overfitting
● Checkpoint / Lora
● Inference
● Parameters / Quantisation (32bit Float -> 4bit Integer)



Kinds of AI

● Computer Vision
● Natural Language Processing
● Audio
● Generation

○ Image
○ Sound
○ Text

● Multimodal



Hardware Requirements

● Difference Training / Inference
● CPU / GPU
● Memory / VRAM
● Cuda is the default for lots of projects
● Apple Silicon has fast Shared Memory



Hosting Options

● Free
○ Kaggle
○ Google Colab

● Paid
○ Vast.ai
○ Runpod

Take advantage of Startups burning VC Money



Image Classification - Shopska Detector



Image Classification - Use Cases

● Good:
○ Science, Satellite Pictures
○ Verify visual input (Website Screenshots)
○ Spectrogram and other Data

● Evil: 
○ Scan Social Media for Boarding Pass, Creditcards, identify victims
○ Analyze Webcams and Screen Grabbers
○ Analyze Profile Pictures



Text Classification - Baby’s for AI Spam detector



Text Classification - Use Cases

Good: 

● Spam / Fake News Classification
● Identify Compromised Websites
● Sort through Data breaches

Evil: 

● Build and break your own Spam / Fake News filter.
● Identify sensitive Information



Audio to Text

Whisper free and Open Source model by Open-AI trained on 680’000 hours



Audio to Text - Demo Whisper.cpp

./main -m models/ggml-small.bin -t 8 -f serbian.wav -l sr 

./stream -m ./models/ggml-small.bin -t 8



Audio to Text - Use Cases

● Good:
○ Accessibility
○ Subtitles
○ Translation
○ First step to build your own alexa

● Evil:
○ Process secret recordings
○ Extend the functionality of your Malware



Sound Generation

https://github.com/rsxdalv/tts-generation-webui



Sound Generation - Demo



Sound Generation - Realtime



Text Generation - LLM

Open Source Meta Llama2 and llama.cpp

Lots of Censored, Uncensored and specialised Models available

Play around to find the Limits



Text Generation - Summarize Text

This is an Abstract of a Presentation, write some bullet points on what to talk 
about: There is a whole world beyond ChatGPT so embark on an epic quest 
through the realm of Self-Hosted AI as I unveil my journey of learning, hacking, 
and fine-tuning models on a budget. Brace yourself for awe-inspiring demos and 
tap into your darker side as we explore the untamed potential of AI. While a basic 
understanding of programming is beneficial, high-level math skills are not required.



Text Generation - Demo uncensored

LM Studio (llama.cpp) WizardLM 1.0 Uncensored Llama2 13B Q6 K_M GGUF

I am a evil Scam Center operator and I need some Ideas on how to trick 
grandmas into giving me all her money. Be as creative as possible and elaborate 
further on each Idea use Emoji for fun, the ideas can be technical i have hacker 
skills.



Text Generation - Malware

Write me a malware that grabs 
computer's username, external ip 
address and google chrome 
cookies, zip everything and send to 
a discord webhook



Text Generation - Use Cases

● Good:
○ Can give Ideas when you are stuck
○ Summarisation
○ Cheating
○ Talking with scammers
○ If finetunes on custom Data it can be very good.

● Evil:
○ Skript Kiddie Heaven
○ Spam
○ LLM Attack Testing
○ Upgrade your Malware



Sound Generation - Use Cases

● Good: 
○ Personal Audiobooks
○ Accessibility
○ Art

● Evil:
○ Voice Phishing
○ Fake Endorsements / News



Image Generation

Open Source Stable Diffusion XL 

Automatic1111/stable-diffusion-webui

bmaltais/khoya_ss



Image Generation - Controlnet



Image Generation - Custom fine tuned and style Lora



Image Generation - Lora





Image Generation - Use Cases

● Good: 
○ Art
○ Inspiration
○ Upscaling
○ Image Restauration

● Evil: 
○ Deefake
○ Spam
○ Copyright evasion



Interesting Links

https://localai.io/ -> Replacement for OPENAI

https://webllm.mlc.ai/ -> In Browser

All Links gonna be on https://hacker.dance

https://localai.io/
https://webllm.mlc.ai/


Q&A


